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DNS Abuse Mitigation 
activities



1. Domain Name keyword verification

2. WHOIS verification

3. Incorporation with Indian LEAs 



Checking of identification for 
Foreign Nationals



• As part of the verification process, .IN Registry
verify registrant details using documents such as a
passport, citizenship ID, and other accepted
relevant identification.

• Further, under the new RAA Clause 4.4.15,
foreign applicants requesting a .IN domain must
also demonstrate a legitimate business connection
or purpose in India.



Abuse Mitigation



Initiative since Oct’23 for Monitoring Domain Registration

NIXI has initiated enhanced monitoring of domain registrations through the following

measures:

• Placing well-known and sensitive keywords such as gov, nic, bharat, etc., on a

reserved list to prevent misuse.

• Since May 2024, implementing a real-time mechanism to flag and block domain

registrations made by repeat offenders using abusive email IDs or mobile

numbers.

• Conducting manual verification of domain name WHOIS details.

• Reviewing and acting upon domain name lists received from agencies such as

CERT-In, Indian Cyber Crime Coordination Centre (I4C), and other LEAs.



Regular Monitoring of Domain Registration Since Oct, 2023

• NIXI has established a regular monitoring mechanism under which domains registered on a daily basis

are systematically scrutinized. This initiative aims to detect and prevent cybercrime, phishing activities,

and potential reputational damage.

• A keyword list has been developed based on inputs from LEAs, MeitY, and NIXI. The list includes

sensitive terms such as PMO, Reserve Bank of India (RBI), banks, Central Bureau of Investigation (CBI),

Government schemes, Supreme Court of India, courts, and other related keywords.

• Through continuous monitoring of domain registrations and flagging domains containing such sensitive

keywords, NIXI proactively identifies and mitigates potential threats by reporting them to the

concerned institutions and the Indian Cyber Crime Coordination Centre (I4C).

• Potential threats involving RBI- and CBI-related keyword domains have been successfully mitigated and

notified through this proactive monitoring framework.



Implemented mechanism since May’24 to flag and block domains 

booked in real-time - abusive email Address and mobile number



Statistics of Malicious 
activities



Threat Report - Statistics

• Law Enforcement Agency

• Indian Cybercrime Coordination Centre (I4C)

• CERT-In

• Manual checking of KYC and eKYC



Threat Report Statistics – Law Enforcement Agency

Month 2023 2024 2025 2026

Jan 1 0 1

Feb 10 1

Mar 14 4

Apr 9 0

May 25 0

Jun 0 0

Jul 3 11

Aug 2 3

Sep 3 0

Oct 40 2 0

Nov 45 3 3

Dec 9 6 1

Total 94 78 23 1



Threat Report Statistics  – Indian Cybercrime Coordination Centre 
(I4C)

Month 2023 2024 2025 2026

Jan 41 0 0

Feb 21 1

Mar 45 1

Apr 48 4

May 24 3

Jun 5 0

Jul 7 4

Aug 1 0

Sep 6 1

Oct 34 8 0

Nov 54 4 3

Dec 43 1 0

Total 131 211 17 0



Month Malicious Malware Phising Phishing/Malicious Phishing/Typo-Squatting Possible Spamming/Malicious Fake Website Total

Oct,23 2 10 1 3 16

Nov, 23 1 9 10

Dec, 23 12 3 15

Jan,24 1 4 18 23 46

Feb, 24 5 9 16 60 3 1 94

Mar, 24 1 2 13 56 3 75

Apr, 24 4 3 24 5 1 37

TOTAL 293

Threat Report – Received from CERT-In

Note: Typo-Squatting domain like bajajfinanc.in, creditardapply.co.in, slcn.in etc.

Month 2023 2024 2025 2026

Jan 46 11 7

Feb 94 12

Mar 75 50

Apr 37 26

May 62 25

Jun 0 2

Jul 38 22

Aug 37 13

Sep 43 5

Oct 16 50 3

Nov 10 14 7

Dec 15 10 1

Total 41 506 177 7



Threat Report – Manual KYC and eKYC

Month

2023 2024 2025 2026

Put on Hold Released Put on Hold Released Put on Hold Released Put on Hold Released

Jan 2,766 328 6,323 723 4,186 644

Feb 2,716 497 4,237 843

Mar 2,882 486 5,364 1,320

Apr 3,126 648 5,890 768

May 2,981 530 8,624 424

Jun 2,430 480 1,276 467

Jul 2,730 426 6,069 866

Aug 2,733 462 20,296 1,148

Sep 7,971 1,063 17,912 1,683

Oct 6,680 1,311 3,886 890

Nov 5,563 1,148 3,173 776

Dec 830 67 8,096 557 3,724 700

Total 830 67 50,674 7,936 86,774 10,608 4,186 644



*As per the latest SURBL report, .in appears to be at 
serial number 58 with 2,276 count. 

S.No. TLD Count
58 in 2276

https://www.surbl.org/tld


Initiative to Prevent Domain Abuse

• Directed all registrars, including international registrars, to implement

mandatory KYC requirements.

• Collaborated with Law Enforcement Agencies (LEAs) during major international

events and sensitive occasions such as G20, Ayodhya, and Operation Sindoor

to ensure cybersecurity preparedness.

• Developed Standard Operating Procedures (SOPs) and best practices for the

.IN Registry and submitted them to I4C (MHA).



New Registrar Accreditation Agreement (RAA) to make .IN more secure 

The new RAA has been approved and uploaded on the Registry website. Several new 

clauses have been incorporated to help reduce misuse of .IN domain names.

Key clauses include:

● Mandatory eKYC for all registrants.

● Maintenance of IP and financial transaction logs by registrars.

● Appointment of a Grievance Officer by each registrar.

● Appointment of a local representative with a registered office in India.



Outcome



High Court Mandates Strict e-KYC verification for DNRs

The Hon’ble High Court has
appreciated the transparent
and structured e-KYC
procedure implemented by
NIXI for domain name
registrants.

The Court acknowledged that
the process strengthens
compliance, enhances
transparency, and safeguards
the interests of registrants
within the digital ecosystem.



India LEAs appreciated NIXI’s support



THANK YOU
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